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Objectives

e Learn electronic messaging
protocols:

o SMTP
o POP3
o IMAP
e Focus on the SMTP protocol

e Learn how to use ncat and Java to
send an email to an SMTP server
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Electronic messaging protocols: SMTP, POP3
and IMAP

More details for this section in the course material. You can find
other resources and alternatives as well.
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Electronic messaging
protocols: SMTP, POP3
and IMAP

e Email clients are called Mail User
Agents (MUA)

e Email servers are called Mail
Transfer Agents (MTA)

e They use different protocols to
communicate
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SMTP

e SMTP: Simple Mail Transfer
Protocol

e Uses TCP port 25
(unencrypted) or 465
(encrypted)

e Used to send emails
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This document specifies an Internet standards track protocol for the
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improvements. Please refer to the current edition of the "Internet
Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Abstract

This document is a specification of the basic protocol for Internet
electronic mail transport. It consolidates, updates, and clarifies
several previous documents, making all or parts of most of them
obsolete. It covers the SMTP extension mechanisms and best practices
for the contemporary Internet, but does not provide details about
particular extensions. Although SMTP was designed as a mail
transport and delivery protocol, this specification also contains
information that is important to its use as a "mail submission"
protocol for "split-UA" (User Agent) mail reading systems and mobile
environments.
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POP3

e POP3: Post Office Protocol

e Uses TCP port 110
(unencrypted) or 995
(encrypted)

e Used to retrieve emails
from a server
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IMAP

e IMAP: Internet Message
Access Protocol

e Uses TCP port 143
(unencrypted) or 993
(encrypted)

e Used to retrieve emails
from a server

e Much more powerful than
POP3 (synchronization, ...)

HEIG-VD - DAI Course 2025-2026 - CC BY-SA 4.0

eoe [+ < B datatracker.ietf.org
Network Working Group M. Crispin
Request for Comments: 3501 University of Washington

Obsoletes: 2060 March 2003
Category: Standards Track

INTERNET MESSAGE ACCESS PROTOCOL - VERSION 4revi
Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Copyright Notice
Copyright (C) The Internet Society (2003). All Rights Reserved.
Abstract

The Internet Message Access Protocol, Version 4revl (IMAP4revl)
allows a client to access and manipulate electronic mail messages on
a server. IMAP4revl permits manipulation of mailboxes (remote
message folders) in a way that is functionally equivalent to local
folders. IMAP4revl also provides the capability for an offline
client to resynchronize with the server.

IMAP4revl includes operations for creating, deleting, and renaming
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configuration information to support multiple IMAP4revl servers is
discussed in REC 2244.
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DNS records related to email

More details for this section in the course material. You can find
other resources and alternatives as well.
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DNS records
related to email

e MX : Mail eXchange -
Specifies the mail server
responsible for a domain
name

e TXT:Store any text-based
information. Used for SPF
records, for email
authentication
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Security concerns and spam

More details for this section in the course material. You can find
other resources and alternatives as well.
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Security concerns and
spam

e SMTP is old and insecure
e Easy to spoof and forge emails
e Hard to maintain

e B3 Your email server can be used
for spam and can be blocked

e B3 We will use a mock server to
simulate an email server
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A focus on the SMTP protocol

More details for this section in the course material. You can find
other resources and alternatives as well.
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ncat

More details for this section in the . You can find
other resources and alternatives as well.

HEIG-VD - DAI Course 2025-2026 - CC BY-SA 4.0

15


https://github.com/heig-vd-dai-course/heig-vd-dai-course/blob/main/15-smtp-and-ncat/COURSE_MATERIAL.md
https://heig-vd.ch/
https://github.com/heig-vd-dai-course
https://github.com/heig-vd-dai-course/heig-vd-dai-course/blob/main/LICENSE.md

ncat

e ncat is network utility for
reading from and writing to
network connections

e |[tisusedtoconnecttoa
remote server (SMTP,
HTTP,...)

e We will use it to interact
with a SMTP server
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v | B Ncat- Netcat forthe 211 x | + _ o x
< c 25 nmap.org/ncat/ T I a

Npcap.com Seclists.org Sectools.org Insecure.org

Y

Ncat is a feature-packed networking utility which reads and writes data across networks from the command line. Ncat was written for the
Nmap Project as a much-improved reimplementation of the venerable Netcat. It uses both TCP and UDP for communication and is
designed to be a reliable back-end tool to instantly provide network connectivity to other applications and users. Ncat will not only work
with IPv4 and IPv6 but provides the user with a virtually limitless number of potential uses.

Among Ncat’s vast number of features there is the ability to chain Ncats together, redirect both TCP and UDP ports to other sites, SSL
support, and proxy connections via SOCKS4 or HTTP (CONNECT method) proxies (with optional proxy authentication as well). Some
general principles apply to most applications and thus give you the capability of instantly adding networking support to software that
would normally never support it.

Ncat is integrated with Nmap and is available in the standard Nmap download packages (including source code and Linux, Windows, and
Mac binaries) available from the Nmap download page. You can also find it in our SVN source code repository.

Many users have asked for a statically compiled version of ncat.exe that they can just drop on a Windows system and use without having
to run any installer or copy over extra library files. We have built a statically compiled Windows binary version of Ncat 5.59BETA1. You
can download it inside a zip file here. To ensure the file hasn't been tampered with, you can check the cryptographic signatures. If you
need a portable version of a newer Ncat release, see the Ncat portable compilation instructions.

The Ncat Users’ Guide contains full documentation including many tips, tricks, and practical real-life examples! There is also an Ncat man
page for a quick usage summary.

Nmap Security Npcap packet Security Lists Security Tools About
Scanner capture

Nmap Announce Vuln scanners
Ref Guide Us ide
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Questions

Do you have any questions?
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Practical content
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What will you do?

e Install and configure ncat

e Start a SMTP server with
Docker Compose

e Send an email with ncat to
the SMTP server

e Send an email with Javato
the SMTP server
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You can find the practical
content for this chapter on
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Finished? Was it easy? Was it hard?

Can you let us know what was easy and what was difficult for you
during this chapter?

This will help us to improve the course and adapt the content to your
needs. If we notice some difficulties, we will come back to you to help

you.

You can use reactions to express your opinion on a comment!
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What will you do next?

We are arriving at the end of the
second part of the course.

An evaluation will be done to check
your understanding of all the content
seen in this second part.

More details will be given in the next
chapter.
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Sources

e Main illustration by Joanna Kosinska on Unsplash
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ustration

ustration
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